CLIENT CASE STUDY

TOUSTONE TRANSFORMS CYBERSECURITY
STRATEGY WITH MORRISEC, ACHIEVING
ISO/IEC 27001 CERTIFICATION

Toustone, a leading Australian data analytics company, recognising the need to
strengthen its information security practices, embarked on a strategic initiative to
enhance its security posture by pursuing ISO/IEC 27001 certification, a globally
recognised standard for information security management.

We asked Toustone what the drivers were for getting ISO/IEC 27001:2022

certified:

When starting their journey towards ISO/IEC 27001 certification, Toustone had
only basic security policies in place, which needed to be significantly developed to
meet the stringent requirements of ISO/IEC 27001. With the assistance of
Morrisec, Toustone undertook a comprehensive program of work to build its
Information Security Management System (ISMS) and achieve certification within

nine months.
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> ISO/IEC 27001 is
comprehensive and complex.
Organisations struggle to
understand the intent behind
requirements and implemement
them effectively in their business

context.

> Conducting thorough risk
assessments and developing
appropriate risk treatment plans
requires specialised knowledge

many organisations may lack.

> Implementing an ISMS
requires significant time and
effort, and organisations often
find allocating the necessary
resources while managing their

daily operations challenging.

> Developing policies and
procedures tailored to the
specific needs and context of the
organisation can be complex

without the right expertise.



We asked Toustone why they chose Morrisec as their security partner.

The program of work was divided into five stages, each focusing on different
aspects of the ISMS development and implementation process. As Morrisec’s Co-

CEO, Dr Sarah Morrison, writes,

Morrisec began with a thorough organisational risk assessment to identify
potential threats and vulnerabilities across the business. From this assessment, a
risk register was developed along with the development of a Statement of
Applicability (SOA), a requirement for certification based on the identified risks. A
comprehensive information security risk framework was also established to
effectively manage identified risks. Additionally, an asset register was created, and
Morrisec commenced risk assessments across critical cloud providers being

leveraged by Toustone as part of their business operations.

> Implementing technical
controls to mitigate identified
risks within your business
operations can be complex,
especially if the organisation
lacks in-house security

expertise.

> ISO/IEC 27001 requires
continuous monitoring and
improvement of the ISMS.
Organisations often struggle to
maintain the necessary
vigilance and commitment over

time.

> Conducting regular internal
audits and reviews to ensure
ongoing compliance can be
resource-intensive and
challenging without

experienced personnel.



STAGES 2 & 3: ORGANISATION, PEOPLE & TECHNOLOGY CONTROLS
The second and third stages of Toustone’s journey were to build out their
information security framework, with the development of ISO/IEC 27001 required
policies and procedures. As each policy was finalised and approved, Morrisec
worked with Toustone to embed these policies and procedures into the
organisation. For example, a security awareness calendar was created, and
content was disseminated to educate Toustone staff on ISO/IEC 27001
requirements, general security awareness, and cyber-hygiene. The Morrisec team
undertook third-party risk assessments across documented information assets,
and any identified risks were captured in the risk register, with treatment plans
documented. An Information Security Steering Committee was also established,
and critical members of Toustone were appointed to oversee the work. Katie,
Toustone’s Privacy and Contracts Manager, describes her experience working with

Morrisec during these project stages.

STAGES 4 & 5: ISMS CHARTER & AUDITS

Stages four and five were committed to auditing and ensuring Toustone was ready
for their ISO/IEC 27001 internal and external audits. When the internal audit was
due to commence, an independent auditor from Morrisec conducted and
undertook the work as part of the service in preparation for the external audit.
Throughout the external audit, Morrisec was the primary contact for the auditors,
working as Toustone’s CISO and managing all aspects of the stage 1 and 2 audits.
Morrisec and Toustone’s combined efforts successfully achieved ISO/IEC 27001

certification.

- Katie, Privacy & Contracts Manager,

Toustone

> Improved identification,
assessment, and management
of information security risks,
leading to a more secure
organisational environment.

> Implement proactive security
measures that prevent potential
breaches and mitigate the
impact of any security

incidents.

> Meeting regulatory and legal
requirements reduces the risk
of fines and penalties
associated with non-

compliance.

> Streamlined and improved
business processes through
the implementation of well-
defined policies and

procedures.

> Assuring customers and
stakeholders that their data is
protected increases trust and
confidence.

> Differentiating the
organisation from competitors
by demonstrating a solid
commitment to information

security.

> Establishing a culture of
continuous improvement,
where information security
practices are regularly reviewed

and enhanced.

> Increased employee
awareness and understanding
of information security
practices lead to a more
security-conscious workforce.



Since achieving certification, Morrisec has continued supporting Toustone in maintaining and enhancing its
information security practices through various ongoing activities. This includes continually assessing and managing
suppliers and third-party relationships, along with providing general security advice and guidance. Morrisec’s
ongoing security awareness training ensures continual growth of Toustone’s cyber-aware culture and helps staff
maintain vigilance against current and emerging threats. Incident response tabletop exercises are also conducted

to ensure incident preparedness and timely response.

Additionally, Morrisec is responsible for the critical ongoing tasks required for Toustone to maintain its certification
and ensure continual improvement. These include running monthly information security steering committee
meetings and managing risk and asset registers to ensure they remain accurate and up to date. Morrisec also
prepares and presents a six-monthly board report, including a detailed threat landscape analysis to ensure
Toustone is aware of and can act against growing threats within its industry and geographical location.

Through these efforts, Morrisec has become an integral partner and part of Toustone's team, providing continuous

support and guidance. As Katie from Toustone reflects,

The collaboration between Toustone and Morrisec has resulted in a robust ISMS that not only achieved ISO/IEC
27001 certification but continues to evolve and improve. The structured approach and comprehensive support from
Morrisec have ensured that Toustone maintains high information security standards, protecting its data and

enhancing its overall security posture.



WHY CHOOSE MORRISEC?

Morrisec offers comprehensive ISO/IEC 27001 certification services to help organisations achieve and maintain
their certification while enhancing their overall security posture. Unlike other providers offering generic, pre-written
policies and procedures, Morrisec takes a tailored, risk-based approach to meet each client's needs.

Morrisec's unique methodology ensures that all documentation, policies, and procedures are customised to align
with the client's existing processes, business requirements and future growth. This personalised approach not only
aids in achieving certification but also ensures the effective implementation of an Information Security Management
System that genuinely enhances security practices.

Morrisec is committed to achieving certification and ensuring its clients maintain and improve their security posture.
By providing tailored solutions and ongoing support, Morrisec helps clients navigate the complexities of information
security, making them a trusted partner in their security journey.

Toustone chose a three-year contract with Morrisec, dedicating the first year to achieving ISO/IEC 27001
certification. The subsequent two years are focused on maintaining the certification and acting as Toustone's
security partner. This long-term commitment underscores Morrisec's dedication to its clients' ongoing security

journey.

- Katie, Toustone.

Post-certification, Morrisec remains an integral part of Toustone’s team.




MORRISEC - WHO WE ARE

Morrisec is a leading cybersecurity company that offers a broad range of specialised security solutions.
Our services include governance, risk, and compliance (GRC); security awareness and digital supply
chain defence; penetration testing; source code reviews and technical security consulting; secure
development practices, including AppSec and DevSecOps; secure architecture design and review; and
incident preparedness and cyber resilience. With a risk-based approach, Morrisec ensures that security
controls are tailored to meet the unique needs of each organisation, securing and enabling business

operations without disrupting critical functions.

In addition to our consulting services, we offer the Morrisec Risk Platform (MRP), a comprehensive tool
that streamlines cybersecurity management. MRP delivers a unified, automated solution for managing
assets, risks, and third-party suppliers, simplifying compliance and enhancing visibility. The platform
supports Morrisec's ‘assess once, comply many’ approach, reducing the time, resources, and costs
associated with compliance management. With real-time analytics and dynamic dashboards, MRP
empowers organisations to make informed decisions and maintain a strong security posture, allowing

them to focus on their strategic objectives and business growth.




